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Ll: Entry 12 of 35 File: USPT Jul 24, 2001 



DOCUMENT- IDENTIFIER : US 6266640 Bl 

TITLE: Data network with voice verification means 



Abstract Text (1) : 

A technique for verifying a user's voice prior to permitting the user to conduct a 
business transaction over a data network. An order is received via the data 
network, and a voice verification unit is contacted to (i) access a prestored voice 
tf print, (ii) obtain a present voice sample from the consumer desiring the 
transaction and compare said present voice sample to the prestored voice sample, 
and (iii) issue a signal indicating whether the voice correctly verifies. 

Brief Summary Text (11) : 

The above and other problems of the prior art are overcome in accordance with the 
present invention which relates to a technique of verifying the user's identity by 
use of a voice print before allowing the user to engage in commercial transactions 
over the data network. In accordance with one embodiment of the invention, a voice 
verification unit is connected to the data network. The user's ID is ascertained by 
means of, for example, his data network address, and his stored voice print is 
retrieved from a voice print bank. The user is then asked to speak a few words, in 
order to verify the user's identity. The verification of the user's speech pattern 
may take place with the aid of a separate telephone call initiated by either the 
voice verification unit or the user's computer and/or telephone, or by the computer 
accepting and processing the transaction. The verification may take place by 
transmitting the voice in digital form over the data network. 

Detailed Description Text (7) : 

Consider an exemplary transaction whereby a user of computer 105a is desirous of 
purchasing a service from a vendor. The vendor operates computer 105c. 
Additionally, each user of data network 101 is known to the data network 101 as a 
predetermined logical address. Such an arrangement is typical of the internet, 
where all users must register their internet domain name. 

Detailed Description Text (16) : 

The transaction ID is utilized in order to be able to pair the voice sample entered 
at the time of transaction with the prestored voice sample. In one simple 
embodiment, the transaction ID may be the user's data network address. 

Detailed Description Text (20) : 

In any of the above cases, subsequent to the voice sample being received from the 
consumer, block 205 transmits the appropriate information from computer 105c to 
voice verification unit 103. The information may include the transaction entered by 
the user during a telephone call, as well as the voice sample. Alternatively, if 
the voice sample was received directly at the voice verification unit 103, then the 
record would include only the transaction ID so that the voice verification unit 
could match the transaction ID received from the user with that generated by 
computer 105c. 

Detailed Description Text (21) : 

In any event, the assembled record is transmitted at block 206 to the voice 
verification unit 103 for processing. At block 207, the voice verification unit 
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sends the appropriate answer back to computer 104. If the voice is verified as 
correct, then the transaction is processed at block 208. As also shown in FIG. 2, 
if the voice is not verified as correct, then the transaction is rejected, or 
alternatively, the user may be asked to reinput the voice sample, just in case the 
first sample was inappropriately corrupted. 

CLAIMS : 

1. A method of consummating a transaction over a data network in a system having a 
consumer computer, a transaction computer and a voice verification unit, 
comprising : 

generating a transaction identification number which is uniquely associated with a 
transaction desired to be consummated between said transaction computer and a user 
of said consumer computer, said transaction identification number comprising a user 
ID of said user; 

establishing a data network connection from said transaction computer to said voice 
" verification unit, and transmitting said transaction identification number from 
said transaction computer to said voice verification unit over said data network; 

requesting said user to provide a voice sample; 

receiving, at said voice verification unit, said voice sample entered by said user, 
said voice. sample being associated with said transaction identification number; 

verifying said voice sample, at said voice verification unit, by comparing it to a 
pre-stored voice print of said user identified by said user ID; 

transmitting a verification signal along with said transaction identification 
number from said voice verification unit to said transaction computer over said 
data network; and 

consummating said transaction only if said voice sample is verified to be correct. 

2. The method of claim 1 wherein said voice sample is provided by said user to said 
transaction computer. 

11. A system for consummating a transaction, comprising: 
a consumer computer; 

a transaction computer for receiving a transaction request from a user of said 
consumer computer, said user having a unique user ID; 

means for generating a transaction identification number for said transaction 
requested by said user, said transaction identification number comprising said user 
ID; 

means for sending said transaction ID to a voice verification unit; 

means for requesting said user to provide a voice sample; 

means for receiving said voice sample provided by said user; and 

said voice verification unit comprising a voice print bank for pre-storing a voice 
print of said user tagged by said user ID, means for verifying said voice sample of 
said user by comparing said voice sample with said pre-stored voice print of said 
user, and means for transmitting a verification signal along with said transaction 
identification number to said transaction computer over said data network; 
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wherein said transaction computer and said voice verification unit are connected to 
a data network with separate addresses via said network and are communicable to 
each other over said data network. 
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